TECH POLICY

THE NEW AGE TECH
ARENA FOR THE
SCAT DOMAIN

The New Recommendations on Regulatory
Framework for Promoting Data Economy
Through Establishment of Data Centres, Content
Delivery Networks, and Interconnect Exchanges
in India will aid the rapid digitalisation of the
Scat industry.

Therising usage of Information and Communication
(ICT) services has facilitated establishment of a range of
innovative business models in the country. During the
pandemic, the majority of service requirements shifted to
the online mode, resulting in a massive rise in data usage.
As5G, Internet of Things, andArtificial
Intelligence based applications
proliferate, the data usage will rise
further. Enhanced Mobile Broadband
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Communications (MMTC) would all
giveriseto new use casesfor 5G. Edge
computing and 5G together, would
provide ultra-reliable, low-latency, and high-throughput
communications. The country will benefit from the
convergence of computer and communication services.
Widespread edge computing infrastructure, large data
storage facilities, and a stable and efficient internet will
further pave the way for aboom in the data economy.

The government's Digital India programme, which
began in 2015, moved the digitalization to the forefront.
National Digital Communications Policy (NDCP)-2018 also
emphasizes that “Digital infrastructure and services are
increasingly emerging as key enablers and critical
determinants of a country’s growth and well-being. With
significant capabilities in both telecommunications and
software, India, compared to most countries, stands poised
to benefit from harnessing new digital technologies and
platforms to unlock productivity, as well as to reach
unserved and underserved markets; thus, catalyzing
economic growth and development, generating new-age
jobs, livelihoods and ensuring access to next-generation
services for its citizens.”

Ministry of Communications
Government of India
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The data economy growth is dependent on
availability of digital infrastructure. Data is the most
important input for organizations that are developing and
delivering digital services and products. With more
individuals connected to the internet and large and small
businesses adopting innovative technologies, it'simperative
that digital infrastructure and service offerings are upgraded
to the best in class. Distributed edge computing
infrastructure, massive data storage facilities, and arobust,
and efficient internet exchange point infrastructure are pre-
requisites for undertaking successful data economy
initiatives by any nation. Figure-1 depicts the notable key
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necessary to formulate
reliable frameworks and
policies that would
encourage development of
5G, |oT, Data Centres, and
associated services, data
analytics, edge computing,
digital platforms, and
applications. As these
services can be delivered
remotely, Indiacan become
a global hub for such
systems and services.
Following are
components of a digital
ecosystem that are critical
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for the success of data
economy:

a Data Centres — utilised for content hosting, edge
computing, and cloud-based service delivery.

b. Content Delivery Networ ks—used for delivering the
content from the cloud to the edge of the network.

c. Internet Exchange Points (I XPs) - in the internet
infrastructure, I XPsallow networksto exchangetraffic
with one another.

These three components together make up for
"digital communication infrastructure and services".

DATA CENTRES (DC)
A DC is aphysical location where applications
and data are stored. Real estate, construction, hardware

Figure-1: BOOSTING DATAECONOMY
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equipment, utilities (like power, water, cooling),
networking, and software services are among the
elements that make up its value chain. The digital data
and applications are stored on cloud serversin DC and
accessible to users via broadband connectivity. Servers
at these DCs, compute and process the relevant datain
response to user requests, making the desired information
availableto the user. Because of thecritical rolethat DCs
play in this digital age, the development of local DC
ecosystem is a top priority for both commercial
companies and governments worldwide.

The Indian DC industry is expanding rapidly. India
has become a fast-growing Data Centre hub thanks to a
massive and growing internet userbase, explosion of data,
and establishment of afavourable environment through the
government's Digital India initiative. According to an
analysison the Indian DC market, this sector would grow at
a CAGR of 12% through 2026 with emerging trends and
technologies fueling this expansion.

CONTENT DELIVERY NETWORK (CDN)

A CDN is a system of dispersed servers and
networks that provide pages and other web content to a
user, based on the user's geographic location, the
webpage's origin, and the content delivery

AT | o wee, o, & a9 susr, sunfirst (G
ferstett, T, ST ) Teafdh 9 Aieedey Hard o dai § 4 2
TN ZHT e Z7 G & | 2fored 21 S uftadbe S F
FASZ A9 W TR € A0 a2de FAde & Aegd 3
TEITTEATST & o0 Ja9 % |39 SRl O F, ITEredis &
ST & A § UFRE 22T 1 T A 9iea B %,
f2ired g § M & eyl Y & Hr, REE SH
uiifRefeet & @1 fom giam o # aifvifoaes wutEr
AIHNT ST & (o0 Haied UrdiHesd & |

G ST ZEN ol J [N & 7Rl 7 |92 T 9
AR qed Z2TE Jod, 2 & [FHR Y War & it
e YBd @ WM H UF AJE adEiol &l =T & B0
g Tl F dgaTl 221 H27 29 aF T § | A SR e 9T
U [d9eu & AT, T8 &5 2026 I 12% @l AT §
T, ST T %31 A ddbriiohar 34 [ &l derdr o |
qrerft R Aees (Hihe)
SUEANTEAT % AT 220, Jaue @l ST 37 AT fadeo
Teq% & G T TN & IS AR 3= AT 98 Tl
% | A= S & e AN JaEe

server. A CDN keeps acached version of its
contents in many geographical locations
(Points of Presence or PoPs) to reduce the
distance between the user's computer and
the website's server. Each PoP has many
cache serversthat arein charge of delivering
meaterial to usersinthearea. The set of servers
inaCDN workstogether to provideinternet
content quickly. CDNs have evolved as an
excellent internet overlay network to render
high quality, feature rich support for
providing commercial content services
compared to what the erstwhile simple, best-
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effort internet packet transport services
could offer.

CDNs have grown in prominence in recent years,
and they now transport the considerable amount of online
traffic, including traffic from large websites like Amazon,
Facebook, and Netflix. Furthermore, awell-built CDN may
aid the protection of websitesfrom some of the most typical
malicious cyberattacks. The Indian content delivery
network (CDN) market is predicted to grow to a value of
USD 49.61 billion by 2026, at a CAGR of 27.30%, over the
forecast period (2021-2026).
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INTERCONNECT EXCHANGE POINTS (1XP)

IXP is a technological facility that enables
connections between various network members to route
traffic swiftly and cost-effectively. They're essentialy big
local area networks made up of Ethernet switches that are
linked. ISPs and CDNSs use the
IXPs to connect their networks &
locally. This results in a smoother
internet, better international
bandwidth usage, and lower ¢#
interconnection costs and delay.
IXPscan operatein aNot-for-profit &
(e.g., industrial groups, academic §
institutions, government agencies) &
and for-profit model. While offering
public, neutral peering services,
IXP operators may also offer |
commercial value-added services
(VAS), such as security, cloud access, transportation
services, synchronization, and caching.

Data Centres hosting CDNs are connected to each
other and the internet cloud via IXPs. To enable the
access to the content of a parent CDN or website hosted
on an international DC, global I1XPs interconnect with
the local IXPs to pass the traffic to the Indian DCs and
thereby to the child CDNSs. ISPs provide the last mile
connectivity to users for accessing the services. A CDN
pays |ISPs, carriers, and network operators for hosting
itsserversintheir DC.

DATA OWNERSHIP, DATA PORTABILITY AND
DATAETHICS

Asdataisso pervasivein today'sworld, the issue of
protecting users' personal data is a major concern for
everyone. Data collection, generation, analysis, and
dissemination, both structured and unstructured, have the
potential to harm individuals and the society. Asaresult, it
is necessary to look at issues related to a telecom
subscriber’s control over their data and how secure
portability of trusted data between TSPs and other
institutions can be ensured. For athriving data economy;, it
isequally important to address issues related to data ethics
aswell.

THE CONSULTATION PROCESS

Out of the notable key drivers for boosting the data
economy of India, as shown in Figure-1, the Authority
(TRAI) has already addressed some of the issues through
itsfollowing recommendations:
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1) Recommendations on Privacy, Security, and
Ownership of the Data in the Telecom Sector dated
16th July 2018.

2 Recommendations on Cloud Services dated 16th
August 2017 and 14th September 2020.

However, not much work has been done in respect
of regulatory framework for Data Centres, Content Delivery
Networks, and Interconnect exchanges in India. National
Digita Communications Policy (NDCP-2018) seeksto unlock
the transformative power of digital communications
networks to achieve the goal of digital empowerment and
improved well-being of the people of India. The missions
envisaged in the policy are asfollows:

1) Connect India: Creating robust digital
communicationsinfrastructureto promote‘ Broadband
for All’ asatool for socio-economic devel opment.

2 Propel India: To harnessthe
power of emerging digital
technologies, including 5G, |
Al, loT, Cloud, and Big Data | =
to enable the provision of
future-ready products and
services; and to catalyse the
fourth industrial revolution
(Industry 4.0) by promoting
Investments, Innovation and
IPR generation.

3 Securelndia: To secure the
interests of citizens and safeguard the digital
sovereignty of India with a focus on ensuring
individual autonomy and choice, data ownership,
privacy, and security, while recognizing data as a
crucial economic resource.

Under the Propel India mission, various strategies
have been laid out in the Policy. Strategy no 2.2 mentioned
under the Propel Indiamissionrelatesto ‘ Ensuring aholistic
and harmonized approach for harnessing Emerging
Technologies'. Under thisstrategy, provision number 2.2(f)
envisages:

2.2(f) Establishing Indiaas aglobal hub for cloud
computing, content hosting and delivery, and data
communication systems and services.

1 Evolving enabling regulatory frameworks and
incentives for promoting the establishment of
International Data Centres, Content Delivery
Networks, and Independent Interconnect
exchangesin India.
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2 Enabling a light-touch regulation for the
proliferation of cloud-based systems.

3 Fecilitating Cloud Service Providersto establish
captivefiber networks.

The government has proposed to formulate a
schemeto incentivize investments to set up hyper-scale
Data Centres in India and boost the capacity of the
existing Data Centre ecosystem. MeitY, in November
2020, had released the draft Data Centre policy, which
proposed to designate Data Centres as infrastructure
and group Data Centres under the essential services
category, among other measures. The draft document
proposes a policy, including various structural/
regulatory interventions, investment promotion in this
sector, and seeks to strengthen the "Atmanirbhar
Bharat” initiative by identifying possible opportunities
for manufacturing Data Centre equipment in the country.
The draft policy document discusses issues at a macro
level, and it may be followed by a detailed
implementation scheme. Keeping in mind the above-
mentioned NDCP provisions and need for pronouncing
concrete action points for making India a global Data
Centre hub, the Authority had taken up this initiative
on suo moto basis to issue a consultation paper on
‘Regulatory frameworks for promoting data economy
through establishment of Data Centres, Content
Delivery Networks and interconnect exchangesin India’.
This consultation paper (hereinafter referred to as CP)
wasissued by TRAI on 16 December 2021. Its purpose
was to seek views of the concerned stakeholders on
promoting the establishment of (i) Data Centres, (ii)
Content Delivery Networks, and the (iii) Internet
Exchange Points in the country and connected issues.

Written comments and counter comments on the
consultation paper were invited from stakeholders by 13th
and 27th January 2022 respectively. In view of the onset of
the third wave of COVID-19, the date of submission of
commentsand counter commentswas extended to 10th and
24th February 2022 respectively.

This consultation elicited numerous responses.
Comments were received from 33 stakeholders and
counter comments were received from 9 stakeholders.
On this issue, an Open House Discussion (OHD) was
conducted on 06/05/2015. Based on the written
submission of the stakeholders, the discussions in the
OHD and the Authority’s own analysis, the issues have
been examined, and these recommendations have been
framed. ®
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